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PHASE 1: THE FOUNDATION

Program Overview

Linux & Systems Mastery

Understanding CPU cycles, RAM volatile storage, and Disk I/O. 

Kernel vs. User space; Monolithic vs. Microkernel concepts. 

64-bit vs 32-bit architecture and package compatibility. 

Hardware & Architecture:

The Filesystem & Navigation:

CLI Power Tools & Text Processing: 



User, Permissions & Security: 

System Administration & Monitoring: 

Networking & Troubleshooting: 



PHASE 2: AUTOMATION & CLOUD CORE
Version Control (Git) 

Foundations & Local Workflow: 

 Branching & Merging: 

Remote Collaboration:

Gitflow vs. Trunk-based development. 

Submodules and Git Hooks (Pre-commit, Pre-push).

Advanced Patterns: 



Python for DevOps 

Data Types: Strings, Integers, Floats, Booleans. 

Collections: Lists, Dictionaries (JSON-like), Tuples, and Sets. 

Logic: If-Else, For/While loops, and List Comprehensions. 

Basics for Scripting:

Functional Programming:

Systems & Automation Libraries:

Try-Except-Finally blocks and custom exceptions. 

Error Handling & Packaging:



Cloud Infrastructure (AWS) & Serverless 

Root account vs. IAM Users. 

Policies (JSON structure), Roles (Service-linked), and Groups. 

Multi-Factor Authentication (MFA) and CLI Access Keys. 

EC2: Instance types, AMIs, Key Pairs, and User Data (Bootstrap scripts). 

Auto Scaling Groups (ASG): Launch Templates and Scaling Policies. 

Load Balancers: Application (Layer 7) vs. Network (Layer 4). 

Serverless Computing: AWS Lambda (Event-driven logic), Trigger mechanisms 

(S3, API Gateway), and AWS Fargate (Serverless Containers).

Subnets (Public vs. Private) and Route Tables. 

Internet Gateways (IGW) and NAT Gateways. 

Security Groups (Stateful) vs. Network ACLs (Stateless). 

VPC Peering and Endpoint Gateways. 

 Identity & Security (IAM): 

Networking (VPC):

Compute, Scaling & Serverless: 

S3: Buckets, Versioning, Lifecycle Policies, and Static Website Hosting. 

EBS: Volume types, Snapshots, and Multi-attach. 

RDS: Multi-AZ for HA and Read Replicas for scaling. 

DynamoDB: NoSQL basics, Partition keys, and Global tables. 

Storage & Databases: 



CloudWatch: Metrics, Alarms, Logs, and Dashboards. 

CloudTrail: Governance and Audit trails. 

Monitoring & Routing:

Route53: Domain registration, Hosted zones, and Routing policies (Latency, 
Weighted). 

Infrastructure as Code (Terraform)

Language (HCL) & Core Workflow:

State Management: 

Modularity & Reusability:

Advanced Logic: 



PHASE 3: THE MODERN DEVOPS STACK
Configuration Management (Ansible)

Fundamentals: 

 Playbook Development:

Variables & Templates: 

Advanced Organization: 



Containerization (Docker)

Containers vs. Virtual Machines (Shared Kernel vs Hypervisor). 

Docker Engine Architecture: Daemon, REST API, CLI.

Foundations: 

 Docker Images:

Runtime & Storage: 

Networking & Compose: 



CI/CD, GitOps & Database Automation

The GitOps principles: Declarative, Versioned, Pulled. 

ArgoCD Architecture: Application Controller, Repo Server, API Server. 

App-of-Apps pattern and Sync Policies (Auto-sync, Prune). 

Installation and Plugin management. 

Pipeline as Code: Declarative vs. Scripted Jenkinsfile. 

Distributed builds: Setting up Agent nodes (Nodes & Clouds). 

Multi-branch pipelines and Webhooks. 

GitHub Actions: 

 Jenkins (The Industry Standard): 

GitOps with ArgoCD: 

SAST: SonarQube for code quality. 

SCA: Snyk for dependency vulnerabilities. 

Image Scanning: Trivy or Anchore. 

DevSecOps (Security Scanning): 

Database Migrations: Version control for schemas using tools like Flyway or 
Liquibase. 

Automating schema updates within the deployment pipeline. 

 Database CI/CD: 



Kubernetes (K8s) Orchestration

Control Plane: API Server (Gateway), Etcd (Key-value store), Scheduler 
(Placement), Controller Manager (Logic). 

Worker Nodes: Kubelet (Agent), Kube-proxy (Networking), Container Runtime 
(Containerd). 

Cluster Setup: Kubeadm (Standard), Minikube (Local), EKS (AWS Managed). 

Foundational: Pods (Lifecycle, Multi-container patterns), Namespaces 
(Isolation), Labels & Selectors. 

Controllers: Deployments (Rolling Updates/Rollbacks), StatefulSets (Sticky 
identity), DaemonSets (One pod per node). 

Cluster Architecture: 

Workload & Core Objects: 

Batch: Jobs and CronJobs. 

Advanced Scheduling: Taints/Tolerations and Node Affinity/Anti-affinity.

Services: ClusterIP (Internal), NodePort (Fixed port), LoadBalancer (Cloud 
integration). 

Ingress: Ingress Controllers (Nginx), Ingress Rules (Path/Host based), and 
TLS/SSL termination. 

 Policy: CNI Plugins and Network Policies (Pod-to-Pod security).

Networking & Traffic:



Persistence: Persistent Volumes (PV), Claims (PVC), and StorageClasses 
(Dynamic Provisioning). 

Observability: Metrics Server, HPA (Scaling), and Liveness/Readiness/Startup 
probes.

Storage & Config: 

Operations & Ecosystem: 

Abstraction: ConfigMaps (Non-sensitive) and Secrets (Encoded data). 

RBAC: Roles, ClusterRoles, RoleBindings, and ServiceAccounts.


